Phish Alert FAQs

The Phish Alert Button (PAB) is present within your email client to assist you with identifying phishing
messages and alerting the IT Department. When you suspect that you’ve received a phishing email,
please use the PAB.

When should | use the PAB?

You should only report messages you suspect are malicious, like phishing, or spear phishing emails.
Reporting annoying messages, like SPAM, to IT will only waste time and resources.

Where is the PAB?
In Outlook on your office PC:
When you’re using your office PC and Outlook, the PAB is located in two locations:

1. Inthe toolbar at the top of Outlook, you'll see the PAB on the right-hand side.
2. Inthe message itself, the PAB is in the grey bar between the header info (To, From, Subject) and
the message body.

Please see below for examples of these locations:
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Beginning shortly, the IT Department will be migrating users’ Outlook email mailboxes from our on premise Exchange server to an Office365

server in the cloud.

What does that mean for me?
*  You will be notified before your mailbox is migrated. We'll be migrating users by department over the next few weeks.

*  You will not need to do anything prior to the migration

* You will be able to work with your email during the migration



In Office365 online:

When you're reading your email while logged in to Office365 online, the PAB is located in the drop-
down menu on the right side of each message. First click on the ellipses (three dots) on the right side of
the message, and scroll down to find the PAB.
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Will | notice any differences?
If you’re primarily working in a campus/clinic location or via VPN, you will not I

If you use webmail, you will be directed to log in to Office365 to get to your i

o Office365 Outlook on the web does look slightly different than our yé

o Primarily it's color and slight layout changes

o If you log in to webmail after you've been migrated, you'll be prompTs

your mail: http://outlook.com/owa/nycc.edu
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Advanced actions >

“J Phish Alert

What if | have other questions?
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